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Abstract: With the development of emerging technologies such as 5G, big data, and the Internet of Things, traditional network
security boundaries are gradually dissolving, and enterprises are facing increasingly complex security threats. This paper proposes
a zero-trust network security assurance model based on artificial intelligence (Al) and data mining technologies, aiming to
provide smarter and more comprehensive security protection for modern networks. The research indicates that Al technology
relies on functions such as intelligent identity verification, dynamic access control, and threat intelligence analysis to achieve real-
time monitoring of user behavior, identify anomalies, and predict potential threats. Data mining technology further enhances the
capabilities of risk assessment and network traffic anomaly detection, enabling the system to actively defend and respond in a timely
manner.
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