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Research on Malicious Software Detection Combining Random Forest and XGBoost
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Abstract: To address the issue of low detection accuracy in traditional malware detection, which involves extracting a single feature
and inputting it into a single classifier. This study extracts multiple static features, constructs their respective training models, and
uses Stacking algorithm to aggregate the output results of each model. Merge image texture features and opcode features with label
data. Integrate learning and compare the results. The experimental results show that compared with traditional malware classification
schemes, the AUC value of the multi-attribute feature malware detection method based on ensemble learning reaches 99.84%.
Compared to traditional machine learning classification schemes that extract a single feature or use a single classifier, this method can
more effectively improve the detection and classification of random samples of malicious software.
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Model | Accuracy | Precision | Recall [F1 Score| AUC
0 | AL | 09827 | 0.9831 | 0.9827 | 0.9827 |0.9984
1 | EHwE)a | 0.9802 | 0.9806 | 0.9802 | 0.9802 |0.9947
2 | XGBoost | 0.9827 | 0.9831 | 0.9827 | 0.9827 |0.9972
3 | Stacking | 0.9605 | 0.9617 | 0.9605 | 0.9605 |0.9789

FAEGRSW R LA LEZRT ERFIES
BRI 0 E R, RALARARAE A — AP IR K
B ERF ] ik, EAFERSTREPREIAE TR
MAFRR, A A A A TR KPR A 4 AR
B, SFHAA SRR,

2. RR) & &E Ak Ty ik AT

JE Big2015 # ¥ & L, SRR RE 9 X
RIATH I, FIEW, ASIRBHFAEFo S0k
FIB T B A AR AL, R 3 T,

k3 xS Ih s R

ik | FW PR AE SEE Form]
i?ﬁ\m% 2024 API#4E CNNg;f#g 95.99%
ﬂéfig{k}é 2022 *xFEc\#;Z; APLL  comimm | og 10%
s |22 R | coprm |2
GDroid” | 2022 A1k fe GCN, Skip—gram | 98.99%

66

=. BEERE

BEPHRIREERMEERGFIE B, ¥
HR AKX THIERSGEAAESR, & HmAFIEak
Sla, MANFERFIHEEREF, RETEE
RAEAS ] 6 AR A G, KRR T VABE R A %
BBERFIE, kRi#t—F R B EZHMSEN Z
G bhal, RS AT E AL AR B, AT
KRB A %Ak g, SABETF &6 B ESRM4A
w5 B,

EEPEE

[1] Wu B, Chen S, Gao C, et al.
app is classified as malware:
classification interpretation[J].
on Software Engineering and Methodology,
30(2): 1-29.

[2]Zhang N, Tan Y, Yang C, et al. Deep learning feature
exploration for android malware detection[J].
Applied Soft Computing, 2021, 102: 107069.

[3]Wu B, Chen S, Gao C, et al. Why an android
app is classified as malware: Toward malware
classification interpretation[J]. ACM Transactions
on Software Engineering and Methodology, 2021,
30(2): 1-29.

(4] EEM, BF1E . 2T X0 A W 2% PSR R AT N
e (77, BAE B R, 2024, 8(08) 1 177-181+185

(5] A, 7k 55, Ak —, 55 . BT LSTM-SVM £ 1Y 11ty 3%
BRI 7k [J). R T RS % (HRR
W ), 2022, 48 (05) :677-684.

(6] ik432, fkbte, BRIEE , & . BT ZRIEMA MRER
o277 % [J). WoR 72451 HNL , 2022, 39 (05) :87-95.

[7]Han Gao, Shaoyin Cheng, and Weiming Zhang.
2021. GDroid: Android malware detection and
classification with graph convolutional network.
Computers & Security, Elsevier 2021.

[8]Yafei Wu, Jian Shi, Peicheng Wang, Dongrui Zeng, and
Cong Sun. 2022. DeepCatra: Learning flow—and graph-—
based behaviors for Android malware detection.
arXiv preprint arXiv: 2022(3) 2201. 12876.

Why an android
Toward malware
ACM Transactions
2021,




