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Abstract: With the rapid development of global communication and computing technology, the security problems of mobile cellular
network and trusted cloud computing platform are increasingly prominent. According to statistics, the global mobile cellular network
users have exceeded 8.5 billion, and the abuse of security threats, especially deceptive data generation technology, has become a
major challenge. Therefore, in order to improve the security of the trusted cloud computing platform and protect the mobile cellular
network from spoofing attacks, this paper takes the spoofing data generation algorithm as the research object, systematically discusses
the methods and applications based on signal simulation, vulnerability attack and machine learning, and analyzes the advantages and
disadvantages and technical bottlenecks of the existing algorithms. The research shows that the development of more efficient and
more realistic deception data generation algorithm can not only provide technical support for network security protection, but also
promote the optimization of security detection and defense system, which has important practical significance for the stability and
security of future network environment.
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