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Teaching Reform Design and Implementation of Network Attack and Defense Technology

Wang,Zhigang Xie,Guijia Yin,Fanfeng
Department of Engineering, Huanghe University of Science and Technology, Zhengzhou, Henan, 450063, China

Abstract: "Network Attack and Defense Technology" is a compulsory professional course for computer network technology majors,
providing a foundation in network attack and defense for the project-based course "Network System Security Protection". Carefully
design the project, analyze the job requirements and quality requirements of the "Network Attack and Defense Development
Engineer" in the job based talent training system, extract training skill points, design projects, and strive to achieve the integration of
skill points and projects as much as possible. In this course, a comprehensive network attack and defense design project is designed
throughout the entire course, with fourteen sub projects designed in the main project and several sub projects designed in each
sub project. Through the sub projects, students are trained in basic abilities, knowledge, and qualities, and then each sub project
is integrated to further enhance their abilities. Finally, by integrating the knowledge learned from these fourteen sub projects, the
course's objectives and training are achieved.
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